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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Sistanizadeh (patent No. 6,101 ,182) in view of Hind (patent No. 6,826,690). 

3. Sistanizadeh taught the invention substantially as claimed including a data 
processing ("DP") system comprising As per claims 1,8,9,10,11,13,14,15): 

a) Transmission/reception system (e.g., see figs. 3,4,5,6,10,12,15); 

b) at least one transmission device (server) and at least one reception device 
(client)(e.g., see figs. 3,4,5,6,10,12,15). 

4. Sistanizadeh taught the server (and client) have authentication and key 
exchange processing unit configured to carry out an authentication and key exchange 
processing with a reception (or transmission device) respectively that made a contents 
transmission request (e.g., see col. 12, line 3-col. 14, line 8); 

5. Sistanizadeh did not expressly detail the transmission device comprising device 
identification information request unit configured to transmit a device information 
request to the reception device such the reception device transmit a device 
identification information Hind however taught (e.g., see col. 13, line 7-col. 14, line 61) a 
transmission system there the client and the server authenticate each other to protects 
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against other systems communicating with either the server or client where the 
communications are replayed by an attacker Therefore one of ordinary skill would have 
been motivated in the combined system to provide for the transmission device to send a 
request for the device ID to initiate authentication of the content requester. 

6. It would have been obvious one of ordinary skill to combine the teachings of Hind 
and Sistanizadeh. Both references were directed to the problems for providing protected 
communications between client and server. The addition of the teaching of the mutual 
authentication of Hind would a provided the ability of the system to ensure the attackers 
did not provide unauthorized data or instructions to the server or client protecting the 
client and server. 

7. Sistanizadeh taught the server comprising a registration unit that registered the 
device id transmitted from the reception device (client) (e.g. see col. 10, lines 26-60). 

8. Sistanizadeh taught device identification information search unit configured to 
search out the device identification information corresponding to an IP (Internet 
protocol) address of the reception device, from the network to which the reception 
device is connected (e.g., col. 10, line 50-11, line 5). 

9. Sistanezadeh taught a comparision judgement unit configured to judge whether 
the device identification information searched out by the device information search unit 
and the device identification registered by the device identification registered by the 
registration unit coincide or not (e.g., see col. 10, lines 15-39)[use of information 
including mac address to determine which ISP is sought]. 
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1 0. Sistanizadeh taught distribution condition judgement unit configured to change a 
distribution condition for contents to be transmitted according to a judgment result 
obtained by the judgement unit (e.g., see col. 13, lines 12-26)[after authenticated the 
user can change the ISP for distribution of content]. 

1 1 . Sistanizadeh taught contents of the reception unit comprises a transmission 
request unit configured to make the contents transmission request to the transmission 
device (e.g., see fig. 8b the PC/client makes a information request and the 
ISP/IP/Server makes an information reply). 

12. Hind taught the device identification information transmission unit configured to 
transmit the device identification information of the reception device to the transmission 
device, upon receiving the device identification information request from the 
transmission device as follows: Hind taught (e.g., see col. 13, line 7-col. 14, line 61) a 
transmission system there the client and the server authenticate each other to protects 
against other systems communicating with either the server or client where the 
communications are replayed by an attacker. Therefore one of ordinary skill would have 
been motivated provide for the content request to have a identification information 
transmission unit at least so the server could determine if the requestor was not an 
attacker that would send unauthorized data or programs to the server. 

13. As per claims 2,3, Sistanizadeh taught the device identification comprised a mac 
address as a key to between the client and server (e.g., see col. 10, lines 25-60). In the 
Sistanizadeh and Hind system would have been used in the transmission of address 
data either from the client to the server or from the server to the client and these would 



Application/Control Number: 10/729,964 Page 5 

Art Unit: 2183 

have been the type of address (corresponding to the IP address) searched by the 
system (e.g., see col. 10, lines 50-col. 11, line 5 of Sistanizadeh). 

14. As per claim 4, Hind taught transmission of identification data by attaching a 
signature (e.g., see fig. 5a and col. 15, lines 14-44) 

15. As per claim 5, Hind taught determining if a mac address has been altered when 
a digital signature is attached (e.g., see col. 15, lines 45-62 and col. 20, lines 19-48)[the 
determination is made by determining if the signature is valid]. 

16. As to claim 6, Sistanizadeh and Hind taught authentication and key exchange as 
(discussed above). The use of a standardized protocol such a digital transmission 
contents protection would have been within the level of skill of one of ordinary skill in the 
art. Also because the DTCP protocol provides for digital transmission of contents then in 
at least one implementation of the Sistanizadeh and Hind teachings one of ordinary skill 
would have been motivated to use the DTCP protocol. 

17. As per claim 7, Hind taught the reception (client side) having authentication and 
key) exchange processing and encryption processing unit (e.g., see col. 11, lines 27- 
39). Sistanizadeh taught network interface (router/firewall) (e.g, see fig. 14c of 
Sistanizadeh). 

18. As per claims 9-15, Sistanizadeh and Hind taught a network system providing 
requesting content by a client and the server authenticating the client using key and 
mac address etc. Hind taught that the authentication is initiated by either the client or 
server to prevent attacker to participate in the transmission as detailed above. Therefore 
it would have been obvious to one of ordinary skill that the in order to perform each of 
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the operations by either the server or client portions of the system within the 
transmission device would have been duplicated within the client (or reception device). 
Claims 9-1 5 provide for the duplication of the portions of claims 1-7 in the client. Also 
since the system depends on authentication for determining if transmission is to be 
performed or accepted, then as per claim 12 in the system of Sistanezadeh it would 
have been obvious to one of ordinary skill that the client would have prohibited 
reception of data when the authentication was negative. Therefore claims 9-15 are 
rejected as detailed above. Also since in the network described above the client may 
have the capability of being server, as servers would exchange data, the portions of 
each the system would have been duplicated (e.g., see fig. 14c of Sistanizadeh). 
1 9. As to the advance notice unit in claims 11-15 Sistanizadeh taught notice of the 
mac address in advance of content request (e.g., see col. 12, lines 3-20). 

Conclusion 

The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

Yang (patent No. 6,424,650) disclosed a network address filter address (e.g., see 
abstract and fig.2). 

Onishi (patent No. 5,210,748) disclosed an address filter unit for carrying out 
address filter processing among plural networks (e.g., see abstract). 

Saito (patent No. 5,732,071) disclosed a ATM bridge device bridging scheme 
(e.g,. see abstract) and fig. 3). 
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Muronono (patent No. 5,608,871) disclosed a inter-network connection apparatus 
(e.g., see abstract 6). 

Massarani (patent No. 6,393,484) disclosed a system for controlled access to 
shared-medium public internet protocol networks (e.g., see abstract). 

Nelson (patent No. 6,292,838) taught technique for automatic remote media 
access control (MAC) layer address resolution. 

Schmueling (patent No. 6,603,758) system supporting multiple single network 
(e.g., see abstract). 

Daruwalla (patent No. 6,693,878) disclosed a technique for using node ID as 
virtual private network (VPN) identifiers 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Eric Coleman whose telephone number is (571 ) 272- 
4163. The examiner can normally be reached on Monday-Thursday. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Eddie Chan can be reached on (571) 272-4162. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 
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